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Abstract: Security and Privacy are two important parameters that need to be considered when dealing with 

Wireless Sensor Networks as WSN operate in an unattended environment and carry sensitive information critical 

to the application. However, applying security techniques that consume minimum resources is still a challenge 

and this paper makes an attempt to address the same. One of the major attacks in sensor network is Denial of 

Service(DoS) attack that not only diminishes the network capacity but also affects the reliability of information 

being transmitted. Distributed Denial of Service attack is a coordinated attack, generally performed on a massive 

scale on the availability of services of a target system or network resources. Due to the continuous evolution of 

new attacks and ever-increasing number of vulnerable hosts on the Internet, many DDoS attack detection or 

prevention mechanisms have been proposed. In this paper, we present a comprehensive survey of DDoS attacks, 

detection techniques. 
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I. Introduction 
 
WSNs deployed in non-deterministic environment are 

usually prone to Distributed Denial of Service attacks 

(DDoS) that not only diminishes the network 

performance but also affects the reliability of 

information. Detecting DDoS threat is more crucial than 

recovering from the attack. Generally, attackers launch 

DDoS attacks by directing a massive number of attack 

sources to send useless traffic to the victim. The victim's 

services are disrupted when its host or network 

resources are occupied by the attack traffic. The threat 

of DDoS attacks has become even more severe as 

attackers can compromise a huge number of sensors by 

spreading worms using vulnerabilities in popular 

operating systems. A revolution came into the world of 

computer and communication with the advent of 

Internet.  

 

Today, Internet has become increasingly important to 

current society. It is changing our way of 

communication, business mode, and even everyday life 

[1]. Almost all the traditional services such as banking, 

power, medicine, education and defense are extended to 

Internet now. The impact of Internet on society can be 

seen from the fig. 1 which shows exponential increase in 

number of hosts interconnected through Internet [2]. 

Internet usage is growing at an exponential rate as 

organizations, governments and citizens continue to 

increase their reliance on this technology A DDoS 

attacker uses many machines to launch a coordinated 

DOS attack against one or more targets [5]. It is 

launched indirectly through many compromised 

computing systems by sending a stream of useless 

aggregate traffic meant to explode victim resources. As 

a side effect, they frequently create network congestion 

on the way from a source to the target, thus disrupting 

normal Internet operation. The number of DDoS attack 

has been alarmingly increasing for the last few years 

[6]. Many of today’s DDoS attacks are carried out by 

organized criminals targeting financial institutions, e-

commerce, gambling sites etc [7].  

 

A classification of a wide range of DDoS attacks found 

in the wild is presented in [4, 8] that Internet providers 

and users need to be aware of. Usually, it can be 

launched in two forms [9]. The first form is to exploit 

software vulnerabilities of a target by sending 

malformed packets and crash the system. The second 

form is to use massive volumes of legitimate looking but 

garbled packets to clogs up computational or 

communication resources on the target machine so that 

it cannot serve its legitimates users.  

 

The first publicly reported DDoS attacks appeared in 

the late 1999 against a university [10]. These attacks 
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quickly became increasingly popular as communities of 

crackers developed and released extremely 

sophisticated, user friendly and automated toolkits to 

carry them out. At present, even people with little 

knowledge can use them to carry out DDoS attacks. The 

impact of DoS attacks can vary from minor 

inconvenience to users of a website, to serious financial 

losses for companies that rely on their on-line 

availability to do business.  

 

 
 

Figure. 1 Statistics of DDos attacks 

 

This paper will present the various DDos prevention 

techniques. The remainder of the paper is organized as 

follows. Section II contains overview of DDoS 

prevention methods in past years. Section III will give 

overview of DDos attacks, Section IV will give the 

various prevention techniques, Section V will give the 

conclusion of this paper. 

 
 

II. RELATED SURVEY 
 

This section presents the work of eminent researchers in 

the field, highlighting the challenges in the existing 

solutions.  

Flooding DoS attack poses a great threat as it generates 

large volume of traffic that prevents the legitimate user 

from accessing the service. It causes the links to be 

blocked and nodes to crash resulting in decreased 

network performance and even more sensors become 

useless due to depletion of energy in sending useless 

packets. A number of approaches have been proposed to 

counter the attack.  

Wood et. al. in [1] has summarized different DoS attack 

and their effect on the sensor network. They have listed 

various possible attacks in each layer which tells the 

importance of security features in sensor nodes. Studies 

[2,3] shows the survivability of wireless adhoc networks 

in term of link connectivity and stability between sensor 

nodes but they lack in considering the security of sensor 

network. For instance, Wang [4] and Ali et.al. [5] 

proposed secure packet transfer using encryption, 

decryption and authentication of packet header but the 

performance of PKC is not yet good due to resource 

constraint nature of sensor network. Chiang et al. [13] 

proposed architecture by adding duplicated hardware by 

which the reliability and availability of sensor networks 

can be increased but redundant hardware requires 

additional costs.  

Researchers [6, 7] proposed security mechanisms 

against DoS attacks but the proposed solutions cannot 

handle wide range of DoS attacks.  

C. Meadow [21] proposed stronger authentication 

between communicating parties across a network but it 

while attempting to prevent DoS leaves itself open to 

attack due to high computational load required to defend 

the attack wherein [22] uses payment approach and 

assumes that node willing to access resources would 

have to pay charges according to the level of service 

needed. This approach does not provide total solution as 

legitimate nodes refusing to pay would be denied of 

accessing service.  

Authors in [8, 9, 10] use congestion algorithms to detect 

upsurges in traffic that can give rise to DoS but these 

approach may apply only simplistic signatures and also 

requires state information to be held on the nodes which 

is not a feasible solution in sensors because of limited 

memory. Shyne and Sterne in [11, 12] uses statistical 

monitoring to detect upsurges in traffic of a particular 

type and raise alert if something unusual is detected. 

Here a single alert can notify about many attack packets 

but it requires human intervention to monitor upsurges 

so is inefficient.  

A critical look at the literature highlights the fact that 

although lot of work has been done towards the security 

of WSN however, nothing has proved to be so 

significant so as to be considered as best. Moreover, 

researchers have ignored the fact that software agents 

especially ants can be used as security staffers and can 

provide a protection against DDoS in WSN. 
 

III. OVERVIEW OF DDOS 

ATTACKS 
 

A Distributed Denial of Service attack is commonly 

characterized as an event in which a legitimate user or 

organization is deprived of certain services, like web, 

email or network connectivity, that they would normally 

expect to have. DDoS is basically a resource 

overloading problem. The resource can be bandwidth, 

memory, CPU cycles, file descriptors, buffers etc. The 

attackers bombard scare resource either by flood of 

packets or a single logic packet which can activate a 

series of processes to exhaust the limited resource [20]. 

In the Fig. 2 simplified Distributed DoS attack scenario 

is illustrated. The figure shows that attacker uses three 
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zombie’s to generate high volume of malicious traffic to 

flood the victim over the Internet thus rendering 

legitimate user unable to access the service. 

 

 
 

Figure.2 Ddos Attack Model 

 

Extremely sophisticated, user friendly, automated and 

powerful DDoS toolkits are available for attacking any 

victim, so expertise is not necessarily required that 

attract naive users to perform DDoS attacks.  Although 

DoS attacking strategies differ in time, studies show that 

attackers mainly target the following resources to cause 

damage on victim. 
 

IV. DDOS PREVENTION 

TECHNIQUES 

Attack prevention methods try to stop all well known 

signature based and broadcast based DDoS attacks from 

being launched in the first place or edge routers, keeps 

all the machines over Internet up to date with patches 

and fix security holes. Attack prevention schemes are 

not enough to stop DDoS attacks because there are 

always vulnerable to novel and mixed attack types for 

which signatures and patches arenot exist in the 

database.  

 

Techniques for preventing against DDoS can be broadly 

divided into two categories:  

 

(i) General techniques (ii) Filtering techniques  

 

A. General Techniques  

 

1) Disabling unused services  

 

The less there are applications and open ports in hosts, 

the less there are chance to exploit vulnerabilities by 

attackers. Therefore, if network services are not needed 

or unused, the services should be disabled to prevent 

attacks, e.g. UDP echo, character generation service. 

 

2) Install latest security patches  

 

Today, many DDoS attacks exploit vulnerabilities in 

target system. So removing known security holes by 

installing all relevant latest security patches prevents re-

exploitation of vulnerabilities in the target system. 

 

3) Disabling IP broadcast  

 

Defense against attacks that use intermediate 

broadcasting nodes e.g. ICMP flood attacks, Smurf 

attacks etc. will be successful only if host computers 

and all the neighboring networks disable IP broadcast. 

 

4) Firewalls  

 

Firewalls can effectively prevent users from launching 

simple flooding type attacks from machines behind the 

firewall. Firewalls have simple rules such as to allow or 

deny protocols, ports or IP addresses. 

 

B. Filtering Techniques  

 

1) Ingress/Egress filtering  

 

Ingress Filtering, proposed by Ferguson et al., is a 

restrictive mechanism to drop traffic with IP addresses 

that do not match a domain prefix connected to the 

ingress router. Egress filtering is an outbound filter, 

which ensures that only assigned or allocated IP address 

space leaves the network. A key requirement for ingress 

or egress filtering is knowledge of the expected IP 

addresses at a particular port. For some networks with 

complicated topologies, it is not easy to obtain this 

knowledge.  

 

2) Router based packet filtering  

 

Route based filtering, proposed by Park and Lee, 

extends ingress filtering and uses the route information 

to filter out spoofed IP packets. It is based on the 

principle that for each link in the core of the Internet, 

there is only a limited set of source addresses from 

which traffic on the link could have originated.  

 

3) History based IP filtering  

 

Generally, the set of source IP addresses that is seen 

during normal operation tends to remain stable. In 

contrast, during DoS attacks, most of the source IP 

addresses have not been seen before. Peng et al. relies 

on the above idea and use IP address database (IAD) to 

keep frequent source IP addresses. During an attack, if 

the source address of a packet is not in IAD, the packet 

is dropped. Hash based/Bloom filter techniques are used 

for fast searching of IP in IAD. This scheme is robust, 

and does not need the cooperation of the whole Internet 

communities. 
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4) Capability based method  

 

Capability based mechanisms provides destination a 

way to control the traffic directed towards itself. In this 

approach, source first sends request packets to its 

destination. Router marks (pre-capabilities) are added to 

request packet while passing through the router. The 

destination may or may not grant permission to the 

source to send. If permission is granted then destination 

returns the capabilities, if not then it does not supply the 

capabilities in the returned packet 

 

5) SAVE 

 

Source Address Validity Enforcement  Li et al.  have 

proposed a new protocol called the Source Address 

Validity Enforcement (SAVE) protocol, which enables 

routers to update the information of expected source IP 

addresses on each link and block any IP packet with an 

unexpected source IP address. The aim of the SAVE 

protocol is to provide routers with information about the 

range of source IP addresses that should be expected at 

each interface. Similarly to the existing routing 

protocols, SAVE constantly propagates messages 

containing valid source address information from the 

source location to all destinations. Hence, each router 

along the way is able to build an incoming table that 

associates each link of the router with a set of valid 

source address blocks. 

 

V. CONCLUSION 

DoS attack causes either disruption or degradation on 

victim’s shared resources, as a result preventing 

legitimate users from their access right on those 

resources. DoS attack may target on a specific 

component of computer, entire computer system, certain 

networking infrastructure, or even entire Internet 

infrastructure. Attacks can be either by exploits the 

natural weakness of a system, which is known as logical 

attacks or overloading the victim with high volume of 

traffic, which is called flooding attacks. A distributed 

form of DoS attack called DDoS attack, which is 

generated by many compromised machines to 

coordinately hit a victim. DDoS attacks are adversarial 

and constantly evolving.  

 

In this paper, we covered an overview of the DDoS 

problem, and a classification of available DDoS 

prevention mechanisms. This provides better 

understanding of the problem and enables a security 

administrator to effectively equip his arsenal with 

proper prevention mechanisms for fighting against 

DDoS threat. 
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