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Abstract: Mostly of our information is deposited on local network systems using servers which might be grouped 

and sharing storage. This method has required a lot of time period to be established into established design, as 

well as offers quite low redundancy when deployed right. As a fresh revolving technology i.e. cloud computing, 

has displayed up huge challenging consideration as well as speedily is changing the direction of the technology 

landscape. In our work we have workedusing enhanced approach of security of the content which is going to be 

stored at cloud computing platform. Nowadays the cloud computing is a new-fangled space which we all 

anticipating to be safe and secure. Nevertheless we would not overlook the future phases of the hacking 

frameworks as well as their methodologies. By keeping the future aspects in mind our work has distributed the 

data into distinctive server stages so that in any condition if some body attempts to acquire the information, that 

person might have to access all the platforms provided for the data storage. This paper audits the brief study on 

multimedia cloud computing perspectives and described some challenges, some security issues in cloud 

computing, along with security algorithms. 
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1. INTRODUCTION 
 

Rapid advances in broadband communication and high 

speed package switching network systems as well as the 

growing demand on multimedia file sharing have made 

effective multimedia data transmission and storage 

increasingly important. Cloud computing is that 

emerging technology which is used for providing various 

computing and storage services over the Internet [1, 2]. 

It generally incorporates infrastructure, platform, and 

software as services. These service providers rent data-

center hardware and software to deliver storage and 

computing services through the Internet. Internet users 

can receive services from a cloud as if they were 

employing a super computer which be using cloud 

computing. To storing data in the cloud instead of on 

their own devices and it making ubiquitous data access 

possible. They can run their applications on much more 

powerful cloud computing platforms with software 

deployed in the cloud which mitigating the users’ burden 

of full software installation and continual upgrade on 

their local devices. Internet multimedia is emerging as a 

service with the development of Web 2.0. Multimedia 

computing has emerged as a noteworthy technology to 

generate, edit, process, and search media contents, such 

as images, video, audio, graphics, and so on which 

provide rich media services. For multimedia 

applications and services over the Internet and mobile 

wireless networks, there are strong demands for cloud 

computing because of the significant amount of 

computation required for serving millions of Internet or 

mobile users at the same time [3]. In new cloud-based 

multimedia-computing paradigm the users store and 

process their multimedia application data in the cloud in 

a distributed manner, eliminating full installation of the 

media application software on the users’ computer or 

device and thus alleviating the burden of multimedia 

software maintenance and upgrade as well as sparing 

the computation of user devices and saving the battery 

of mobile phones. 

Cloud computing multimedia database is based on the 

current of database development, object-oriented 

technology and object-oriented fields in the database, 

which increasing display its vitality [4].Cloud 
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computing provides a computer user access to 

Information Technology (IT) services which contains 

applications, servers, data storage, without requiring an 

understanding of the technology. An analogy to an 

electricity computing grid is to be useful for cloud 

computing. To enabling convenient and on-demand 

network access to a shared pool of configurable 

computing resources are used for as a model of cloud 

computing. Cloud computing can be expressed as a 

combination of Software-as-a-Service which refers to a 

service delivery model to enabling used for commercial 

services of software interface as well asit  could be 

joined creating new business services delivered via 

flexible networks and Platform as a Service in which 

Cloud systems offering an additional abstraction level 

which supplying a virtualized infrastructure which 

probably could deliver the software stage wherever 

systems should be run on and Infrastructure as a Service 

that suppliers be able to arrange and handle a great 

group of computing assets which is used for storing and 

processing capacity. Through Virtualization, they are 

capable of allocate, fragmented, in addition to 

vigorously re-size these resources to build ad-hoc 

systems as demanded by customers [5]. 

To enhance the security for multimedia data storage in a 

cloud center, known as cloud storage security, has 

become a popular research problem. There are various 

solutions proposed to ensure cloud storage security, 

including certification, authority, audit and encryption in 

last several years. As mentioned in X.800 [6], security 

services can be commonly categorized into five 

categories:  

1) Authentication,  

2) Access control,  

3) Data confidentiality,  

4) Data integrity, 

5) Non-renouncement.  

The same characterization plan is pertinent to 

distributed storage security issues. Since latest 

examination exercises have emphasized more on data 

integrity and less on non-repudiation, we classify papers 

in the current literature into four categories only. They 

are data integrity, data concealment, access control and 

authentication. 

 

2.  MULTIMEDIA DATA IN CLOUD 

COMPUTING 

There are number of information sorts that can be 

described as mixed media information sorts. These are 

commonly the components for the building squares of 

mineral summed up mixed media situations, stages, or 

coordinating gadgets. The essential categories could 

possibly be represented as takes after: 

 

 Text: The structure in which the content can be put 

away can shift incredibly. Notwithstanding ASCII 

based records, content is regularly put away in 

processor documents, spreadsheets, databases and 

annotations on more general interactive media 

objects. With accessibility and expansion of GUIs, 

text fonts the job of storing text is [14] becoming 

complex allowing enhancements (shading, shades). 

 

 Images: There is awesome difference in the quality 

and size of capacity for still pictures. Digitalized 

pictures are succession of pixels that speaks to a 

district in the client's graphical showcase. The space 

overhead for still pictures differs on the premise of 

determination, size, many-sided quality, and 

pressure plan used to store picture. The famous 

picture configurations are jpg, png, bmp, tiff etc. 

 

 Audio: An undeniably famous information sort 

being coordinated in the vast majority of utilizations 

is Audio. It’s truly space concentrated. One minute 

of sound can take up to 2-3Mbs of space. Several 

techniques [17] are used to compress it in suitable 

format. 

 

 

 

 Video: One on the most space consuming 

multimedia data type is digitalized feature. The 

digitalized features are put away as succession 

of edges. Contingent on its determination and 

size a solitary casing can expend up to 1 MB. 

Likewise to have reasonable feature playback, 

pressure, the broadcast, as well as 

decompression of digitalized oblige nonstop 

exchange rate. 

 

 

Figure 1: Fundamental Concept of Multimedia Cloud 

Computing 
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3. CHALLENGES FOR MULTIMEDIA 

COMPUTING CLOUD 
 

Multimedia processing in a cloud bringsa variety of 

challenges. Numerousultimate challenges for multimedia 

computing in the cloud are highlighted as follows [7]. 

1) Multimedia and service heterogeneity: The types of 

multimedia and services, such as voice over IP 

(VoIP), audio-visual conferencing, multimedia 

streaming, picture sharing as well as editing, image 

search, image-based rendering, video transcoding 

plusalteration, as well as multimedia data delivery, 

cloud shall support different types of multimedia 

and multimedia services. 

2) QoS heterogeneity: Meant fordissimilar multimedia 

facilities different QoS requirements should be 

include and the cloud intend todeliver QoS 

provisioning that upkeep for innumerable types of 

multimedia services to meet different multimedia 

QoS requirements. 

3) Network heterogeneity: The cloud intend 

toacclimatize multimedia information’s for optimal 

conveyancetowardsseveralkinds of gadgets 

throughnot the same network bandwidths in 

addition to latencies which deliversdiverse 

networks, for instance Internet, wireless local area 

network, as well as third generation wireless 

network, which have different network 

characteristics, such as bandwidth, delay, and 

jitter. 

4) Device heterogeneity: As different types of devices, 

such as TVs, personal computers (PCs), and 

mobile phones, which have 

dissimilarcompetenciesintended for multimedia 

handling; the cloud mean to have multimedia 

adaptation proficiencytowards fitting 

indiversekinds of gadgets, which also 

includesGPU, CPU, display, memory, storage, and 

power. 

 

4.  SECURITY REQUIREMENT TO 

MULTIMEDIA 
 

In cloud computing facility environments, there are 

several security problems similar to: cryptography 

traffic-handling, disseminated information processing, 

serviceability, virtualization, application security, access 

control as well as authentication, and so on. 

Specifically, Information access thru different assets 

which have need of access control system and consumer 

validation meant for joined control as well as managing 

in cloud computing surroundings [18]. Cloud computing 

security is a huge subject meant for research work, its 

freshness, thought-provoking and identification 

generated an application meant for researches in the 

direction of pursuing this subject in detailed. A lot of 

security anxieties progressed although evaluating the 

reimbursements of utilizing cloud computing above 

local assets. Further down are the foremost hazards 

which are presented by the cloud computing are: 

1. Availability: The objective of accessibility for 

Cloud Computing frameworks (counting 

applications and its bases) is to guarantee its 

clients can utilize them whenever, at wherever. As 

its web-local nature, Cloud Computing 

framework empowers its clients to log in the 

framework (example, services, applications,) from 

somewhere.  

2. Confidentiality: This means preserving 

consumer’s information secret inside the Cloud 

storage frameworks. Cloud computing framework 

offerings (e.g., applications and its 

infrastructures) are essentially public networks 

hence, keeping all secret information of clients' 

mystery in the Cloud is a key prerequisite which 

will pull in significantly more clients 

subsequently. 

3. Privacy: Security is an essential issue for 

distributed computing, both as far as legitimate 

consistence and client trust and this need to be 

considered at each period of configuration. The 

key test for programming designers to plan cloud 

benefits in such a way as to diminish security 

hazard and to guarantee lawful consistence.  

4. Data Integrity: Information trustworthiness in the 

Cloud framework intends to protect data integrity 

(i.e., not lost or modified by unapproved clients). 

As information is the base for giving Distributed 

computing administrations, for example, 

Information as an Administrations, Programming 

as an Administration, Stage as an Administration, 

keeping data integrity is a fundamental task.  

5. Identity and Access Management (IAM): The key 

critical success factor to managing individual 

identities at cloud providers is in the direction of 

having a vigorousamalgamatedidentity 

administration architecture in addition toapproach 

internal towards the organization. Utilizing cloud-

reliant “IaaS” providers which might be a 

convenientmeans for outsourcing some 

individualityidentity management capabilities and 

facilitating federated identity management with 

cloud providers [16]. 

6. Control: Control in the Cloud system means to 

regulate the utilization of the framework, 

including the applications, its foundation in 

addition to the data. Disseminated computing 

systemconsistently includes conveyed reckoning 

on different expansive scale information sets over 

countless hubs.  
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7. Audit: Review intends to watch what happened in 

the Cloud framework. Audit ability could be 

included as an extra layer over the virtualized 

operation framework (or virtualized application 

environment) facilitated on the virtual machine to 

give offices viewing what happened in the 

framework.  

8. Compliance: An automatic way to deal with 

checking and consistence will help get ready CSPs 

(Cloud Administration Supplier) and their clients 

to address rising necessities and the development 

of cloud plans of action. To drive effectiveness, 

hazard administration, and consistence, CSPs 

need to execute a solid inside control observing 

capacity coupled with a vigorous outer review 

process [17]. 

9. Security-as-a [cloud] Service: Security-as-an 

administration is liable to see noteworthy future 

development for two reasons. To start with, a 

proceeding with shift in data security work from 

in-house to outsource will proceed. Second, a few 

other data security needs are available for 

associations presently, however they will quicken 

in necessity as well asintricacy by means of the 

increasing implementation of cloud computing. 

 

5. SECURITY ALGORITHMS 

INCLOUD COMPUTING 
 

Various security algorithms in multimedia cloud 

computing can be described briefly as: 

 

1. Advanced Encryption Standard (AES) 

 

AES employs a great SKC system called Rijndael, any 

block cipher designed by Belgian cryptographers Joan 

Daemen as well as Vincent Rijmen. The encryption 

procedure utilizes a group of particularly derivative 

keys which are known as round keys. These are further 

applied, alongside through some differentprocedures, on 

an array of statisticsthat is used toholds precisely 

solitary block of information that is the information/data 

to be encoded. This particular array entitled as the state 

array. The particular algorithm incorporate the use of 

any varying block length in addition to key length; the 

latest options permitted any mixture of key lengths 

associated with 128, 192, or perhaps 256 bits in 

addition to blocks of given length 128, 192, or perhaps 

256 bits. 
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Figure: AES 

 

2. Rivest, Shamir, and Adelman (RSA)  

 

RSA stands for Rivest, Shamir, in addition to Adelman, 

one more names on the designer. It turned out 1st for 

sale in 1978 among the 1st public key cryptographic 

programs. RSA can be used pertaining to key alternate 

along with digital camera signatures and also the 

encryption associated with tiny blocks associated with 

files. Currently, RSA is generally utilized to encrypt 

your procedure key useful for secret key encryption 

(message integrity) or perhaps your message's hash 

value (digital signature). Although utilized together with 

quantities utilizing many digits, your instructional math 

powering RSA is reasonably straight-forward.In RSA, 

both the general population and the private keys can 

encode a message; the inverse key from the one used to 

scramble a message is utilized to decode it. This 

property is one motivation behind why RSA has turned 

into the most generally utilized uneven calculation. Any 

public key method suggests your algorithm [15] 

pertaining to encrypting a communication is widely 

acknowledged however the algorithm to be able to 

decrypt your concept is confidentially acknowledged. 
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Figure:  RSA Flowchart 

 

6.  PREVIOUS WORK DONE 
 

FarhadSoleimanianGharehchopogh[8] discusses the 

security issues in distributed computing According to 

his sentiment, if the distributed computing 

administrations will be worldwide, it ought to be taken 

as concern in which they mechanism in a appropriate 

manner all over the place like on cell telephones likewise 

as the cellular telephones have applications to get to 

everything. When we do keep our information on a 

cloud stage, it is important to keep them in a safe 

manner .His methodology is just constrained to keep the 

information on cell phones which are identified with 

cloud stage and henceforth there is an abundantly 

adjusted work needed in his methodology. 

 

VahidAshktorab, Seyed Reza Taghizadeh [9]has 

talked about the benefits of the cloud stage and the 

security dangers of keeping the information on a cloud 

server. In this distributed paper, he have recently given 

premise data about the security robberies of cloud 

server like sql infusion issue, dos assaults and others. 

He has not examined about any sort of answers for these 

issues in his outcome approach. 

 

Mr. D. Kishore Kumar [10]has chiefly talked about 

the security against the DDOS assault on the cloud 

server. The DDOS assault is an assault in which the 

server gets various solicitation in the meantime and 

because of which the server feel uncomfortable in 

reacting to every one of them at the same time. 

Accordingly the server results into a long line of 

occupations which must be finished and this build the 

holding up time of the employments into the line. To 

keep from such sort of assault , the creator hosts 

introduced a third get-together component in which the 

information and the inquiry can be accepted from an 

outsider to check whether the outcomes or the question 

is fine or not. 

 

K.S.Suresh [11]examines about the premise cloud 

highlights like Iaas, Paas and SaaS furthermore he has 

given data that on the off chance that we are keeping our 

information at any cloud disjoin, we can keep it encoded 

so that when so ever somebody even tries to get to the 

information base, he ought not to get the information 

specifically. For the encryption system he has talked 

about three great encryption calculations to be specific 

AES, MD5 and RSA. The issue with methodology is in 

thisthey are not captivating about any kind of 

combinational calculation for encryption which is very 

achievable nowadays. 

 

Dr.A.Padmapriya [12] evacuates the issue of [11] in 

her approach. In the wake of talking about the general 

issues of the distributed computing server application, 

she presents a heterogeneous mode calculation which is 

a blend of two or more security calculations. She 

discusses the RSA and AES calculation and gives data 

that they can be consolidated to make another 

calculation for the encryption part. 

 

Leena Khanna [13]presents another calculation called 

Blow Fish in the same complexity which has been done 

in [11] and [12]. She has given a point by point data 

about the blow fish calculation and the construction 

modelling of different calculations likewise like RSA 

and DES calculation. She additionally talk about the 

downside of every calculation and the similar 

investigation of the consequences of these three 

calculations. 

 

Prince Jain [14]have proposed the parameters that 

influence the security of the cloud then it investigates the 

cloud security issues and issues confronted by cloud 

administration supplier and cloud administration 
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shopper, for example, information, protection, and 

contaminated application and security issues. It 

additionally gives tips to handling these issues. 

 

7. CONCLUSION AND FUTURE 

SCOPE 
 

Nowadays the cloud computing is a new-fangled space 

which we all anticipating tobe safe and secure. 

Nevertheless we would not overlook the future phases of 

the hacking frameworks as well as their methodologies. 

It is essential for the multimedia cloud storage in the 

direction of being furnished through stowage security 

solutions so that the complete cloud storage system is 

consistent as well as dependable. In this paper, we 

conducted a brief survey on multimedia cloud 

computing perspectives and described some challenges, 

some security issues in cloud computing, along with 

security algorithms. The work has been completed 

having the future aspects in mind. 

Future scope lies in the utilization of security algorithms 

to provide security. 
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