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Abstract: The deployment of gray hole attack leads to various types of attacks. This paper provides an overview
of DSR, the most popular routing algorithm of WSN and how DSR will be comprised of gray hole attack. Routing
concept along with fitness function of genetic algorithm has been used in this work. The performance of WSN has
been checked using genetic algorithm as well as without genetic algorithm. It has been observed that gray hole

attack prevention has been done using genetic algorithm at good rate.

Keywords: Gray hole attack, Security, Genetic Algorithm, DSR.

1. INTRODUCTION
1.1 Wireless Sensor Network (WSN)

A Wireless Sensor Network (WSN) [1] consists of a set
of nodes of typically low performance. They collaborate
with each other to perform sensing tasks in a given
environment. A wireless sensor network may contain
one or more sink nodes (Base Stations) to collect sensed
data and relay it to a central processing and storage
system [12]. A sensor node is typically powered by a
battery and can be divided into three main functioned
units; a sensing unit, a communication unit and a
processor unit. Recent advances in micro-electro-
mechanical systems technology, wireless
communications and digital electronics have boosted the
development of sensor nodes. This brings the blooming
prospect of WSNs into practical feasibility [2,11].

In WSN network normally packets are sent in forward
direction by sensor nodes. A packet can be forwarded
via different routes. WSN are usually developed in
inimical area that leads to attack. There are two types of
attacks that are present in WSN: outside and inside
attacks [13].

Outside attacks are easy to handle. One kind of such
attack is gray hole attack. This attack arises during the
forwarding of the data packet. WSN is useful in various
projects so it must be reliable [3].
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Figure 1. WSN Architecture
1.2 Gray Hole Attack

Gray Hole Attack is one of the network layer attack
described in [4] and also called selective forwarding
attack . In multi-hop WSN, the nodes send packets to
the neighboring nodes thinking that they forward
messages to destination faithfully. In Gray Hole attack,
a malicious or compromised node legitimately refuses
some packets and drops them. A simple form of this
attack is when a malicious node acts like a black hole
and drops all the packets passing through it. However in
such an attack, the nodes can easily detect the attack
and can exclude attacker from routing. But, here in
selective forwarding attack, malicious nodes selectively
drop/forward packet which makes detection of the
attack more complicated.
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1.3 Dynamic Source Routing (DSR)

Dynamic Source Routing (DSR) is the very efficient
protocol dsigned mainly for WSN, adhoc networks.
Dynamic Source Routing (DSR allows network to be

self- organizing as well as self- configured [5]. The
DSR contains two terms.

¢ Route Discovery

e Route Maintenance
Source routing helps to remove loops, packet

forwarding etc. It is similar to AODV protocol in which
demands are made on requirement. DSR also scales
automatically, only when changes are needed. In DSR
nodes forwards data packets from one node to another in
order to enhance cooperation. AS sequence number is
needed at destination, so rich topology is need like mesh,
ring etc. Dynamic Source Routing (DSR protocol
allows to search source node dynamically in whole
network.  Each data packet contains header that
contains the information of destination as well as
routing path. Thus there is no need to update regularly
the routing table.

DSR is mainly designed so that routing overhead can be
minimised. So that succesfull delivery of the data can
takes place. DSR also supports in heterogeneous
networking and interconnection in internet. Some
assumptions are made in DSR protocol as discussed
follows:

o All nodes are willing to participate in the network
for communication.

e Each willing node is ready to forward the data
packets.

e Minimum number of nodes to transfer data from
source to destination are itself Source and
Destination.

e Packets may be lost in network.

¢ Nodes placement can be takes place at any time.

e DSR nodes cannot move continuously.

e Nodes can enable their continuous receive mode.

o Wireless strength may not be equal in both
directions of nodes.

e DSR can work well in unicast also.
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o Each node selects random IP address by which it
can be known in the whole network.

(b Path taken by the Route Reply (RREP) Packet

Figure 2. DSR Architecture

1.4 Genetic Algorithm (GA)

Genetic Algorithms (GAs) are the biological search
algorithm based on selection and genes. They optimise
the searching problem using intelligent exploitation
method. It is the main technique to simulate the
processes for evolution. They work on the fitness
function. Each generation consists of the population as
we can see in our DNA. Each individual of population
represents the search space or possible solution. Each
individual in population leads to the evolution [6].
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Figure 3. Genetic algorithm Process
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Genetic Algorithm:

Step 1 :Initialize random population consists of

chromosomes.
Step 2 : Compute fitness function in the population.
Step 3 : Develop new population consists of
individuals.
Step 4 : Selection of parent chromosomes to get best
fitness function.
Step 5 : Perform crossover to get copy of parents.
Step 6 : Perform mutation to mutate new offspring’s.
Step 7 : Place new offspring into population.
Step 8 : Repeat steps to get satisfied solution.
Step 9 : Stop

2. RELATED WORK

Ahmed Shariff (et.al) [7] demonstrated that Mobile Ad-
Hoc Networks (MANETS) are portrayed by the absence
of framework, element topology, and their utilization of
the open wireless medium. Black hole attack speaks to a
noteworthy risk for such sort of systems. Firstly, it
exhibit a broad study of the known black hole discovery
and the prevention approaches and another by assessed
new measurements for their characterization. S.K
Sujhatah (et. al) [8] propose a strategy for dissecting the
introduction attacks in AODV, and build up a particular
based Intrusion Detection System (IDS) utilizing
Genetic Algorithm approach. The proposed framework
is in view of Genetic Algorithm, which examined the
practices of each hub and gives insights about the
attack. Manvi(et. al) [9] proposed a productive system
that uses various base stations to be conveyed
haphazardly in the system to counter the effect of black
holes on information transmission. The proposed plan
can be utilized to recognize 100% black hole attacks
with almost negligible false positives.Preeti(et.al) [10]
proposed new protocol, named BFAODV by applying
BFOA system on AODV. The proposed convention
enhances the execution measurements in correlations to
DSDV and AODV conventions. This paper identifies
and keeps from black hole attack utilizing proposed
BFAODV calculation.

3. PROPOSED WORK

3.1 Methodology
Step: 1 Initialize WSN Network
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: 5 Searching of attack in memory

: 8 Apply Genetic Algorithm for optimization

: 9 Select best route until best fitness function

: 10 Evaluate parameters.Measure Error rate,

Throughput and end delay using GA and

without GA

3.2 Flowchart
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Figure 4. Proposed Flowchart
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4. RESULTS AND
IMPLEMENTATION

4.1 Parameters

4.1.1 End-to-End Delay

The packet end-to-end delay is the average time in order
to traverse the packet inside the network. This includes
the time from generating the packet from sender up till
the reception of the packet by receiver or destination and
expressed in milli seconds (ms). This includes the
overall delay of networks including buffer queues,
transmission time and induced delay due to routing
activities. Different application needs different packet
delay level.

4.1.2 Throughput

The second parameter is throughput; it is the ratio of
total amount of data which reaches the receiver from the
sender to the time it takes for the receiver to receive the
last packet. It is represented in Percentage (%). In
WANETS throughput is affected by various changes in
topology, limited bandwidth and limited power.
Unreliable communication is also one of the factors
which adversely affect the throughput parameter.

4.1.3 Bit Error Rate

The bit error rate (BER) is the number of bit errors per
unit time. The bit error ratio (also BER) is the number
of bit errors divided by the total number of transferred
bits during a studied time interval. BER is measured in
Decibel (db).

4.2  Analysis

Simulation of grey hole attack prevention has been done
using genetic algorithm in MATLAB 7.10 environment.
Below graphs shows the simulation results.

Table: 1 Simulation Environment

Property Value
Routing Protocols AODV
Area Covered(AODV) 1000*1000m
Coverage Set 250m

No. of Nodes 25

Observation Throughput, End-to-End

Parameters Delay and Bit Error Rate
Network Simulation MATLAB
Optimization GA

technique

No. Of Data Transfer | 5

Population Size 50
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Figure 5. Throughput without GA
Throughput of AODV routing protocol without

optimization is shown in Figure 5. As we know that high
the throughput better the performance of network. But
without any optimization throughput for AODV has
found to be 1.
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Figure 6. Error Rate without GA

Bit Error rate of AODV routing protocol without
optimization is shown in Figure 6.As we know that less
the bit error rate better the performance of network. But
without any optimization technique error rate for AODV
has found to be 46 db.
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Figure 7: End Delay without GA

End delay of AODV routing protocol without
optimization is shown in Figure 7. As we know that less
the end delay better the performance of network. But
without any optimization technique end delay for AODV
has found to be 9.5 ms.
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Figure 8. Throughput with GA

In figure 5. The maximum throughput value is 1 without
optimization but after using GA the maximum value is
100. Each iteration percentage value after optimization
increases from its previous percentage value. Higher the
throughput betters the performance
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Figure 9. Error Rate with GA

In the figure 6. The bit error starts increasing slowly
when an attack occurs that affect the nodes, and we
observe that the using GA as optimization method gives
better performance in terms of error rate.

The maximum BER with attack is 46db and after
optimization the maximum BER value is 1.23 db.
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Figure 10. Delay with GA

In figure 7 the end-to end delay is very harmful for the
performance of nodes during attack but after
implementation of GA results are very effective for the
network. From the results it has been shown that it is 2
ms that is much better than in the presence of the attack.

Www.ijatca.com 28



Jaspreet kaur et al., International Journal of Advanced Trends in Computer Applications (IJATCA)

Table 2. Comparison between parameters

Without
Parameters With GA
GA
Average
9.5 2
End delay
Average
1 100
Throughput
Average
46 1.23
Error Rate
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Figure 11. Comparison with and without Genetic algorithm

In above graph, we have shown comparison between
with and without Genetic Algorithm.

4.3 Comparison Graph

Table 3 Comparison between parameters

Parameters Without With
GA GA
Average End delay 0.8 0.3
Average Throughput 0.4 70
Average Error Rate 0.7 0.2
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Figure 12 Comparison with and without Genetic algorithm

In above graph, we have shown the comparison using
result parameters such as End delay, throughput, and
error rate. As, we can see after applying GA
optimization algorithm it improves overall results of the
system.
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Figurel3 Comparison between previous work and Proposed
Work

In above graph, we have shown comparison between
previous work and proposed work done using
parameters end to end delay and throughput.
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5. CONCLUSION AND FUTURE
SCOPE

The proposed work gives an approach for secure routing
algorithm in gray hole attack in WSN. Delivering data
to the base station is very important in real time
applications. By having so much base stations it must be
very important to havedelivery of data from source to
destination in the presence of gray hole attack. So this
paper has concluded that utilization of genetic algorithm
leads to high rate of throughput. The performance of the
system has been analyzed via various parameters using
GA and without GA. In the end it has been concluded
that using genetic algorithm optimization has been
achieved at good rate.
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