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Abstract: Internet and digital technology is growing at fast pace. So, it is very important to secure the data 

transmission over clouds. Multimedia content has become very important in today’s era e.g. in online 

transferring, video conferencing. As for now multimedia cloud computing is one of the emerging trend over 

internet. But still to store the data with high security has become very crucial. So this paper will review 

multimedia cloud computing basic as well as some commonly used encryption/ decryption algorithms in the field 

of multimedia cloud computing. 
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I.  INTRODUCTION 

Cloud computing is a new technology that is helpful 

both in academia as well as industry. Advancement in 

cloud computing leads to the various available services 

like Iaas, Paas, Saas etc [1]. As there are millions of 

users, cloud computing has potential in our society. The 

last decades have witnessed various popularity in 

multimedia content services i.e. image transferring, 

online conferencing etc. Furthermore, due to a growing 

amount of businesses/organizations rearranging in the 

direction of utilizing assets in the Cloud, there is 

inevitability for guarding the information of several 

clients [2]. Some most important trials which are being 

confronted through Cloud Computing are to safe and 

sound, defend and handle the information that is the 

assets of the client. The further down exemplified are 

the two foremost circumstances that we have 

concentrated in the direction of understanding the need 

of security of the information and data in the Cloud [3]. 

 

The Cloud supplier does not have any kind of privilege 

of retrieving the information physically that is in the 

particular local network. But then again in several 

circumstances, the Cloud necessitates in the direction of 

accessing some data that is in the specific local network, 

throughout that access; there happens to be a probability 

of unsanctioned access of those specific local network 

assets [4]. It refers to the distinctive challenge in 

network safety wherever the data could aspect active in 

addition to passive assaults. The active assaults take 

account of amendment of messages, impersonating, 

replay assault, in addition to denial of service. Passive 

assaults comprises of traffic investigation. These 

assaults are to be expected to take place the minute the 

stream of data leaves the user network towards the 

Cloud network. 
 

 

 

 

 

 

 

 

Figure 1: Cloud Model 

 

Concerning this region of research and study, maximum 

research papers surveyed a standard old-style literature 

analysis process. A small number of papers gave a 

ground-breaking notion as well as anticipated a security 

prototypical. So, in this paper basic review on the 

multimedia cloud computing services with discussion on 

multimedia content will be done. 
 

II. THREAT TO VARIOUS CLOUDS 

IN CLOUD COMPUTING 
 

 

 

 

 

 

 

Figure 2: Types of Clouds 
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Private cloud: This model is provisioned for exclusive 

use by a single organization comprising multiple 

consumers. It is equivalent to purchasing, building and 

dealing with your own base. Still, it acquires enormous 

quality from a security perspective. Amid their 

introductory adjustment to the cloud, numerous 

associations face challenges and have concerns 

identified with information security. These concerns are 

dealt with by this model, in which facilitating is 

constructed and kept up for a particular customer. The 

framework needed for facilitating can be on-premises or 

at an outsider location [5]. Security concerns are tended 

to through secure-access VPN or by the physical area 

inside of the customer's firewall system. Furthermore, 

for mission-basic applications we have to consider 

downtime as far as web accessibility, quality and 

execution [6]. In expansion to security reasons, this 

model is received by associations in situations where 

information or applications are obliged to adjust to 

different administrative models, for example, SOX, 

HIPAA, or SAS 70, which may oblige information to be 

overseen for protection and criticisms which manage 

any commercial corporation. Several SaaS applications, 

for example, Sugar CRM, give alternatives to their 

customers to keep up their information all alone 

premises to guarantee information security is kept up as 

per the necessities of the specific business. Amazon 

additionally gives the choice of a virtual private cloud 

[7]. 

 

Community cloud: In the community deployment model, 

the cloud foundation is imparted by a few associations 

to the same approach and consistence contemplations. 

This serves to further lessen costs when contrasted with 

a private cloud, as it is shared by bigger gathering. 

Different state-level government divisions obliging 

access to the same information identifying with the 

nearby population or data identified with foundation, for 

example, clinics, streets, electrical stations, and so on., 

can use a group cloud to oversee applications and 

information. Cloud computing is not a "silver–bullet" 

innovation; thus, interest in any sending model ought to 

be made in view of business necessities, the criticality of 

the application and the level of support required. It 

might be preserved, accomplished, and functioned by 

one or more of the administrations in the community, as 

a third party, or some sort of merger of those services, 

and it might occur on or off premises [8]. 

 

Public cloud: The public cloud deployment model 

speaks to genuine cloud facilitating. In this deployment 

model, administrations and framework are given to 

different customers. Google is a case of an open cloud. 

This administration can be given by a merchant gratis or 

on the premise of a pay-every client permit policy. This 

model is most appropriate for business pre-requisites 

wherein it is obliged to oversee burden spikes, host SaaS 

applications, use interval base for creating and testing 

applications, and oversee applications which are 

devoured by numerous clients that would somehow or 

another oblige expansive interest in framework from 

businesses. This model serves to decrease capital 

consumption and cut down operational IT costs [9]. 

 

Hybrid cloud: This deployment helps organizations to 

exploit secured applications and information facilitating 

on a private cloud, while as yet appreciating money 

saving advantages by keeping shared information and 

applications on the general population cloud. This model 

is likewise utilized for taking care of cloud blasting, 

which alludes to a situation where the current private 

cloud base is not ready to handle burden spikes and 

obliges a fall back choice to bolster the heap. 

Consequently, the cloud moves workloads in the middle 

of open and private facilitating with no burden to the 

users. Many PaaS arrangements uncover their APIs, 

which can be further coordinated with inside 

applications or applications facilitated on a private 

cloud, while as yet keeping up the security perspectives. 

Microsoft Azure and Force.com are two samples of this 

model. 
Table 1: Adapted from NIST Visual Model of Cloud 

Computing Definition 

 

Essential Characteristics 

Wide-

ranging 

Network 

Access 

Rapid 

Flexibility 

Measured 

Service 

On-Request 

Self-Service 

Resource-Pooling 

 

Service-Models 

Software-as-

Service 

Platform-as-a-

Service 

Infrastructure-as-

a-Service 

 

Deployment-Models 

Public Private Hybrid Community 

 

III. MULTIMEDIA STATISTICS FOR 

SECURITY DETERMINATION 
 

These are most common components for the building 

blocks of mineral summed up mixed media situations, 

stages, or coordinating gadgets. The essential categories 

could possibly be represented as takes after [10]: 
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Figure 3: Different Types of Multimedia Content 

 

Text  

The structure in which the content can be put away can 

shift incredibly. Notwithstanding ASCII based records, 

content is regularly put away in processor documents, 

spreadsheets, databases and annotations on more 

general interactive media objects. With accessibility and 

expansion of GUIs, text fonts the job of storing text is 

[4] becoming complex allowing enhancements (shading, 

shades). 

 

Images 

There is awesome difference in the quality and size of 

capacity for still pictures. Digitalized pictures are 

succession of pixels that speaks to a district in the 

client's graphical showcase. The space overhead for still 

pictures differs on the premise of determination, size, 

many-sided quality, and pressure plan used to store 

picture. The famous picture configurations are jpg, png, 

bmp, tiff etc. 

 

Audio 

An undeniably famous information sort being 

coordinated in the vast majority of utilizations is Audio. 

It’s truly space concentrated. One minute of sound can 

take up to 2-3Mbs of space. Several techniques [5] are 

used to compress it in suitable format. 

 

Video 

 One on the most space consuming multimedia data type 

is digitalized feature. The digitalized features are put 

away as succession of edges. Contingent on its 

determination and size a solitary casing can expend up 

to 1 MB. Likewise to have reasonable feature playback, 

pressure, the broadcast, as well as decompression of 

digitalized oblige nonstop exchange rate. 
 

IV. QOS OF MULTIMEDIA CLOUD 

COMPUTING 
 

Availability: The objective of accessibility for Cloud 

Computing frameworks (counting applications and its 

bases) is to guarantee its clients can utilize them 

whenever, at wherever. As its web-local nature, Cloud 

Computing framework empowers its clients to log in the 

framework (example, services, applications,) from 

somewhere [8].  

 

Confidentiality: This means preserving consumer’s 

information secret inside the Cloud storage frameworks. 

Cloud computing framework offerings (e.g., 

applications and its infrastructures) are essentially 

public networks hence, keeping all secret information of 

clients' mystery in the Cloud. Confidentiality loss 

happen when data can be read or viewed via any 

individuals that are un-authorized to access it. 

 

Privacy: Security is an essential issue for distributed 

computing, both as far as legitimate consistence and 

client trust and this need to be considered at each period 

of configuration. The key test for programming 

designers to plan cloud benefits in such a way as to 

diminish security hazard and to guarantee lawful 

consistence.  

 

Data Encryption & Integrity Problems: The 

information stored in the cloud storage is quite similar 

with the ones stored in several other places and also 

necessities to deliberate two key phases of security of 

data: privacy along with integrity of data. The 

communal explanation for confidentiality of data is data 

encryption. So as to make sure the effects of encryption, 

there is a necessity to deliberate the utilization of both 

key strength and encryption procedure. As the 

environment of cloud computing concerning huge 

amounts of transmission of data, handling and storage, 

there is a requirement to deliberate processing speed as 

well as computational proficiency of encrypting 

enormous amounts of information [9].  

 

Identity and Access Management (IAM): The key 

critical success factor to managing individual identities 

at cloud providers is in the direction of having vigorous 

amalgamated identity administration architecture in 

addition to approach internal towards the organization. 

Utilizing cloud-reliant ―IaaS‖ providers the convenient 

means for outsourcing some individuality identity 

management capabilities and facilitating federated 

identity management with cloud providers [8]. 

 

Control: Control in the Cloud system means to regulate 

the utilization of the framework, including the 

applications, its foundation in addition to the data. 

Disseminated computing system consistently includes 

conveyed estimation on different expansive scale 

information sets over countless hubs.  
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Audit: Review intends to watch what happened in the 

Cloud framework. Audit ability could be included as an 

extra layer over the virtualized operation framework (or 

virtualized application environment) facilitated on the 

virtual machine to give offices viewing what happened 

in the framework.  

 

Compliance: An automatic way to deal with checking 

and consistence will help get ready CSPs (Cloud 

Administration Supplier) and their clients to address 

rising necessities and the development of cloud plans of 

action. To drive effectiveness, hazard administration, 

and consistence, CSPs need to execute a solid inside 

control observing capacity coupled with a vigorous 

outer review process [9]. 

 

Security-as-a [cloud] Service: Security-as-an 

administration is liable to see noteworthy future 

development for two reasons. To start with, a 

proceeding with shift in data security work from in-

house to outsource will proceed. Second, a few other 

data security needs are available for associations 

presently, however author will quicken in necessity as 

well as complexity by means of the increasing 

implementation of cloud computing. 

 

Leakage of Information: While transferring to a specific 

cloud there are two specific changes meant for client's 

information. Initially, the information will be stored 

away as of the consumer's local machine. Afterwards, 

the information is transferring from a single-tenant 

environment towards a multi-tenant environment. These 

alterations could increase a significant concern which is 

known as leakage of data. Because of this, leakage of 

data has turn out to be one of the highest organizational 

threats from security perspective [11]. 

 

Attacks in Cloud: Nowadays, there are numerous 

attacks in the world of IT. Internet is the communiqué 

infrastructure for the cloud providers which use well-

acknowledged TCP/IP protocol that utilizes consumers 

IP addresses to recognize them in the Internet. 

Fundamentally, as the cloud could provide amenity to 

legal consumers it could also service to consumers 

which have malevolent purposes. A hacker could easily 

utilize a cloud towards hosting a malicious application 

meant for attaining their object that might be a type of 

Distributed Denial of Service attacks contrary to cloud 

itself. Distributed Denial of Service attacks 

characteristically attention high quantity of IP packages 

at particular network entry components. In cloud 

computing where infrastructure is shared by huge 

number of users, DDoS attacks might have the potential 

of having much greater effect [12]. 

 

 

V. VARIOUS APPROACHES FOR 

PROVISION OF SECURITY 
 

V.I RSA 

RSA is generally utilized to encrypt your procedure key 

useful for secret key encryption (message integrity) or 

perhaps your message's hash value (digital signature). 

The particular RSA algorithms entail the application of 

two keys:  

 

 

 

 

 

 

 

V.II MD5 

In cryptography MD5 has been used widely with 128-

bit hash value. MD5 has been used mainly in security 

applications. MD5 has mainly 32-character hexadecimal 

number. 

 

 

 

 

 

CONCLUSION AND FUTURE SCOPE: 
 

Nowadays multimedia has turn out to be essential in 

every domain for its quality. On the other hand, due to 

the problems of handling peta-bytes of such kind of 

multimedia data in words of calculations, sharing, 

communications, as well as storage, there is a rising 

request of an substructure in the direction of having on-

request admission towards a distributed group of 

configurable calculating assets (For instance, servers, 

linkages applications, stowage’s, as well as facilities). 

Cloud computing is the newest uprising in IT industry 

which is fundamentally connected to the budget. 

Increase amount of data sharing has led to various loads 

balancing. This results in demand of cloud computing. 

But, due to various security problems during sharing of 

data, some faults occur. So, this paper presented various 

techniques for security enhancement of various 

multimedia files (audio, text, image and video) in cloud 

computing using encryption algorithms using RSA and 

MD5. 
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