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Abstract: Steganography transmits data by actually hiding the existence of the message so that a viewer cannot
detect the transmission of message and hence cannot try to decrypt it. During communication process LSB
steganography based on Huffman encoding algorithm does not provide full security and good compression. So a
secure DCT-based steganographic algorithm is proposed in integration with neural network. This algorithm
provides more security and compression by combining cryptography with DCT-steganography. The proposed
technique has two main algorithm i.e. Embedding Algorithm and Extraction algorithm. The whole simulation has
taken place in MATLAB environment. The performance parameters are PSNR and MSE.
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I. INTRODUCTION

With the development of internet technologies, digital
media can be transmitted conveniently over the internet.
So image transmission has to face many problems. So
protection of this plays very big role in digital world.
Privacy is another issue when digital communication is
considered. Steganography and Cryptography are the
two technologies related with security and privacy.
Cryptography means to secure the way of transmission
and it does not indicate the message in secure form. So
to provide security, Steganography has been used.
Steganography is the art of hiding information that
prevent the detection of hidden messages.

The  difference  between  Steganography and
Cryptography is that the cryptography focuses on
keeping the contents of a message secret whereas
steganography focuses on keeping the existence of a
message secret. Steganography and cryptography both
are ways for protecting information from unwanted
parties. In this paper, Steganography can be done using
DCT and BPNN method.

The remaining paper is organized as Section 1l
introduces the Proposed Work, Section 1l includes the
Results and evaluation and Finally Section IV will
contain Conclusion.

II. PROPOSED ALGORITHM

Embedding Algorithm
1. Start K=0

2. Initialization= 0 ; read cover Image

3. Initialization= 1: read hidden message

4. For every carrier image selected from image pool

= true
5. For K =1 : Binarisation then DCT
6. If Image. DCT application.
guantization matrix

7. Table allocated = TRUE, K = K+1

8. Calculate LSB ( Set DC = secret message)

9. For i = LSB; collection of bits.

10. If LSB.bit = true

11. Image.Feasible.Carrier= true

12. If image size = true

13. Selection Procedure = true

14. Set image = stego image

15. Stop
The above algorithm shows the Embedding algorithm
for the Steganography. Initially, Cover image and
Hidden message is taken. In the next step, Both cover
image and Hidden message is converted to binary. After
this the cover image is broken into 32 * 32 block of
pixels . Then after this DCT is applied to each block.
Each block is compressed through quantization table.
After this Calculate LSB of each DC coefficient and
replace with each bit of secret message. Finally write
stego image.

Compression.

Extraction Algorithm
1. StartK=0
2. Initialisation = 0 ; Read stego image
3. Fori=oto |l =n; traverse image
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4. If i = n, then check matrix value
5. If | = true, extract LSB.
6. If I # true, move next
7. If LSB. Extraction = TRUE
8. Merge.Image = true
9. If merge.Image = TRUE
10. Call Neural Network
11. Neural network =0
12. For Neural network = TRUE
13. ( i=input layer, j= Hidden Layer,
layer:
Input.Layer. Set Value= 0;
If output.layer.value= error;
Then Move. Back=0;
Continue for l.value = O.value )
14. Set = Extraction.Image
15. Stop

k= Outpt

The above algorithm shows the extraction process for
the Steganography, In this We have collection of LSB
bits, now check the LSB bits feasibility. If the feasibility
of LSB bits matched then they will be merged. After this
binarisation takes place. The BPNN is applied for
extraction of message.
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Figure 1: Proposed Model
I1I.RESULTS AND DISCUSSIONS

The results are taken in matlab programming. The
PSNR and MSE values are calculated using equation
(1) and (2) The Peak Signal-to-Noise Ratio (PSNR) is
defined as:

MAX?
PSNR =10 - logy, ( f)

MSE
eq.(1)
The mean-squared error (MSE) between two images 11
(m,n) and 12(m,n) is

m-1n-1

MSE = E NLH)

i=0 =0

Imj

eq (2)
Where M and N are the number of rows and columns in
the input images, respective. The Peak Signal-to-Noise
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Ratio (PSNR) is calculated to measure the quality of

stego image. The PSNR is calculated in db. Larger

PSNR indicates better quality of an image. And we

found the PSNR value 100.2 and calculated MSE is
.033.
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Figure 2: Performance Parameters.

IV.CONCLUSION

Steganography is the art and science of writing hidden
messages in such a way that no one, apart from the
sender and intended recipient, suspects the existence of
the message, a form of security through obscurity. It is
therefore a book on magic. It is emerging in its peak
because it does not attract anyone by itself. The MSE
and PSNR of the methods are also compared and also
this paper presented a background discussion and
implementation on the major algorithms  of
steganography deployed in digital imaging. From the
results it is clear that as PSNR in DCT is the best but as
we know that security is much more important in
today’s communication system. So security wise DCT is
the best. Also BPNN is used for the extraction of hidden
message.
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