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Abstract: The improvement in computer network communications make transmission of data comparatively
simple and quick although, there are chances of attacks on them. The hidden information is an imperative
problem for transferring video data from one party to third party. In the image processing field of research,
steganography determines the legitimate meaning of hiding all the information from introducers and transmit the
video data in secure, protected form so that the third party cannot reveal that message. Steganography is a
branch of hiding information used for hiding corrective information in digital media such photographs, digital
music, or digital video. This approach can be applied on graphics, images, text, audio and video, and so forth. In
this paper, approach based on Interpolation and LSB (Least significant bit) technique with secret key and DWT is
proposed for video steganography. This technique is applied for replacing the byte into M’s bit for transmitting
video to the trusted receiver. The video in cover file is inputted and then steganography technique is applied that
will converts this cover file into output file which is in the form of stego file.
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I. INTRODUCTION

Steganography is a process in which the data is hiding
for transferring information in secure form and for
achieving  protected communication environment.
Earlier, some techniques were employed to write over an
invisible standard ink for painting. Usually an
application is created by a person and that application is
used by many units of persons. Hackers are people who
try to alter the authentic application by modifying it or
by using that application for making profits without
giving any credit to owner. For this reason protection
should have the substantial priority for application [1].
The techniques used for protection must be efficient,
robust and unprecedented to impede malicious users.
Steganography has many applications that involve
medical applications, ownership protection to access,
validation for authentication in future use, air traffic
monitoring system, and many more.

Earlier the schemes that were introduced for
stegnography, worked in spatial domain, where
stegnography is applied by modifying the values of pixel
of the host image. The spatial domain stegnography is
easy for implementation from a computational point of
view, but too fragile for resisting various attacks. In
contemplation of having more encouraging techniques,

stegnography in transform domain was the main focus.
Here, stegnography is not combined to the image
intensities, but with values of its transform coefficients.
After this the inverse transform is performed, to get the
stegnography image. Some techniques of stegnography
based on transform used the Discrete Cosine Transform
(DCT). In the transform domain there is another type of
transformation  namely  wavelet transform. In
stegnography DWT (Discrete Wavelet Transform) is
most commonly used wavelet transform and is most
effective, easy to implement. It is more intermittently
used because of its excellent spatial localization and
multi-resolution characteristics.
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Fig 1: Stegnography
Steganography is the secure transmission of hiding
secret messages (hidden text) within object (cover text)
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which produce a stego text. This stego text can use by
recipient to improve his knowledge with help of the
particular method of steganography method. This
process is employed to recover the hidden text from the
stego text. The purpose behind steganography is to
consent all parties for communicating easily such that
an attacker cannot educate about the location either
there is meaning hidden in their conversation for
excelling performance. The process of steganography is
distinct from the process of cryptography. Even though
stegnography provide private communication which
based merely on fact that it is being helped to include
useful information. The stegnography process has
received significant attention from both academia and
industry. There are two main branches for security that
is digital watermarking and steganography but
steganography is a new way to covert communication
message. The main purpose of this is used to convert the
data information secretly by applying very existence of
communication [3]. In the stegnography, carrier can be
image, text, audio and video etc.

The main advantage of this system is to provide high
security for key information exchanging. This system
finds applications in medicine by doctors to combine
explanatory information within X-ray images. It is also
useful in communications for codes self error correction.

Secret Key Steganography

A secret  key or private key is an
encryption/decryption key which is only known to the
single person or group of person that exchange secret
messages. The secret key steganography system is
analogous to a symmetric cipher, in which the sender
chooses a cover image and the secret message is then
embedded into the cover image by using a secret key. If
the secret key used for embedding is known to the
receiver, then the receiver can reverse the process and
extract the secret message. Anyone who doesn't know
the secret key should not be able to obtain the
information.

Interpolation

It is a process which is used to improve capacity,
enhance image quality, and recover a cover video
steganography. Here the nearest neighbor method of
interpolation is used. This technique can find the close
interconnected corresponding pixels of the cover video
for each block and set these pixels to a new value for the
destination received video by utilizing the neighboring
pixels. The Interpolation Neighboring Pixels (INP)
method helps to increase the payload in hiding data. The
pixels present at near neighboring locations likely to
have similar values of intensity. So with this there can
be improvement in better quality with less distortion of
video. Another interpolation technique is Bilinear
Interpolation method. This technique tenacious the new

Volume 3, Number 2, February - 2016, pp. 52-58

ISSN: 2395-3519

value from the weighted average of four closest pixels.

This method is also used to alter the size of video frames
for estimating unknown pixels values.

Nearest Neighbor technique for Interpolation

Nearest Neighbour technique is the simplest as well as
fastest implementation of video scaling in interpolation.
It is very useful when the speed is concerned for the
basic form of interpolation. As the actual pixels are
copied to their new locations proportionality, so that the
position in relation to one another remains the same. The
video is enlarged and filler pixels must be placed in
between the actual pixels. The most basic nearest
neighbor interpolation is just copied the exact same
pixel values over to the filler pixel closest to the pixel.

Least significant bit (LSB) techniques

LSB is the type of steganography technique which is
common and simple for embed information in an image
file. This LSB Method will replace byte into an M’s bit
therefore  technique works for image, video
steganography. Due to widespread and increasing use of
the Internet and easy file access, there are many
different methods to ensure that a file is not accessible
to everyone; steganography is one of them to hide
information. By using steganography the file is
completely hidden from anyone’s eyes. During hiding
one file in another file, there are several techniques for
maintain high quality of cover data at same time
ensuring high capacity for embedding information of
send video, Interpolation technique can be used to obtain
the high quality of digital media. Watermarking
technique can used for embedding hidden data to
attaches copyright protection information with stego
media for security. This provides an indication of
ownership of the digital data over video steganography.

In 1-LSB insertion usually has a 50 percent chance to
change a LSB every 8 bits, thus adding very little noise
to the original picture. For 24-bit images the
modification can be extended sometimes to the second or
even the third LSBs. 8-bit images instead have a much
more limited space, so it's possible to change only the
LSBs without the modification being detectable. The
most basic of LSBs insertion for 24-bit pictures inserts
3 bits/pixel. Since every pixel is 24 bits, we can hide

3 hidden_bits/pixel / 24 data_bits/pixel = 1/8
hidden_bits/data_bits
For this case 1 bit of the embedded message is hided for
every 8 bits of the cover image where as insertion to
include the second LSBs, the formula used is given
below;
6 hidden_bits/pixel / 24 data_bits/pixel = 2/8
hidden_bits/data_bits
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In this case 2 bits of the embedded message can be
hiding for every 8 bits of the cover image. Data rate for
1-LSB insertion in 24-bit images or in 8-bit images is
8/1*8 = 8 Bytes, whereas for 2-LSBs insertion in 24-bit
pictures it becomes 8/2*8 = 4 Bytes.

DWT discrete wavelet transform

DWT is the form of wavelet transform that divides an
image into four coefficient segments in single level.
Each coefficient segment contains one of low frequency
bands and high frequency bands. In DWT, the most
useful information in the signal appears in high
amplitudes and the less eminent information appears in
very low amplitudes. For this, DWT need to improve
the security of the videos as it uses the frequency
domain information of the cover video frames.

Il. LITERATURE SURVEY

This section discussed the research work that has been
done in last few years. Stegnohraphy is the most
promising field of research in which all researchers are
interested. A literature review goes beyond the pursuit
for information or knowledge and it involves the
recognition and connection of relationships among the
literature and our research field.

Ki-Hyun Jung et al. [1] in 2014, proposed
steganography method for hiding secret data in order to
provide high level data such as video or an image.
Therefore, the reversible data hiding method can extract
information to cover image in place from a stego-image
without distortion or noise after extracting the hidden
data.

In this work, Steganography using LSB and DWT are
used together hiding the secret message with copyright
protection of data to provide high level of security and
interpolation technique is used for maintain higher
quality of cover video. The proposed work makes the
use of video for embedding the secret data. Today video
are fast emerging as a next generation steganography
medium that offers many advantages over traditional
steganography. The great benefits of video are hide
large amount of data inside. Therefore, any small but
otherwise noticeable distortions might go by unobserved
by human’s eyes because of the continuous flow of
information.

Semi reversible data hiding method utilizes to
interpolation in the video quality and the least significant
substitution methodology is proposed to embed
information. Interpolation methods are used in scaling
up and down the cover information before hiding secret
data for a higher capacity and quality. The LSB
substitution method is used to categories to embed secret
data to the video techniques and experimental results
show. The proposed method can embed a huge amount
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of secret data for the security purpose while keeping
very high visual quality.

Bhautmage et al. [2] (2013) introduced the data
embedding for the process of embedding information in
a data source without changing its attributes perceptual
quality of video. Several constraints affect to this
process so that the quantity of data is hidden due to need
for invariance. These data under the condition consists
a host signal which is subject to distortions such as
lossy compression. The degree of data must be immune
to interception, modification or removal by a third party.
A new technique is applied for data embedding and
extraction for high resolution AVI videos. For change
the LSB of the cover file, the LSB and LSB+3 bits are
changed in alternate bytes of the cover file. The secret
message is encrypted by using a simple bit exchange
method for actual embedding process. The index is
created for the secret information and the index is placed
in a frame of the video itself. It is easily extract the
secret message which can reduce the extraction time.

Sidham Abhilash et al. [3] in 2013 proposed a Novel
Lossless Robust Reversible Steganography Method for
Copyright Protection of Images for the reversible
Steganography (RRS) methods. These methods are
popular in multimedia to protect copyright and
preserving the host images as well as providing
robustness against unintentional attacks. RRS methods
are not rapidly applicable in practice because they fail
to provide satisfactory results on wide-scale image
datasets; they have limited access to robustness in
extracting message from the stego images destroyed by
different unintentional attacks and some of them suffer
from extremely very poor invisibility for stego images.
The framework has needed to address problems and
further improve its performance.

Yadav Pooja et al. [4] in 2013 introduced the need of
hiding information from intruders. It has been seen
around ancient times. Therefore, the digital media is
getting more advanced research like text, image,
audio, video etc. Maintain the secrecy of information
which is different methods of hiding steganography
deals with true meaning of hiding information under
some other information without any noticeable change in
cover information. Video Steganography become bone
for providing solution of large amount of data to be
transferred secretly. Videos are simply a sequence of
images where space is available between in range to
hiding information. In recent research,
video steganography is used to hide a
secret video stream in cover video stream. Each frame
of secret video has broken into individual set of
components then changed into 8-bit binary values. It is
encrypted video using XOR with secret key. The
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encrypted frames hide information in the least
significant bit so that each frames using sequential
encoding process of Cover video and enhance more
security for each bit of secret frames stored in cover
frames following a pattern BGRRGBGR.

Tao Zhang et al. [5] in 2010 described the new
steganalytic method which is based on statistical
distribution of pixel differences. This is designed to
detect information to the presence frame of spatial LSB
matching steganography strategy in high-resolution of
natural images. Therefore, it established an advance
statistical model used for the distribution of pixel
differences of all natural images based on the Laplacian
distribution techniques and estimated the numbers of
zero pixel difference values are based on the number of
non-zero pixel to find difference values. According to
the properties of LSB matching steganography, it also
estimated error on basis of distinguishing feature for
steganography classification. The steganalytic method
provides the better performance analysis for the
detection of LSB matching steganography strategy in
high-resolution image for future use. It has a low
computational complexity as well as fast computational
speed for hidden features of video data.

Balaji et al. [6] in 2011 introduced the Video
Steganography which is the process of hiding some
secret meaningful information inside a video. The
addition information to video is not easily recognizable
by the human eye perception as the change of a pixel
color is negligible to process. This research has
provided an efficient, effective and a secure method for
video Steganography. This method creates a number of
indexes for the secret information and this index is
placed in a frame for the video itself with the help of this
index and the frames containing the secret information
are located in frame.

Moon et al. [7] in 2013 described the video as cover
media for hiding the secret message which is used
computer forensics as tool for authentication for hide an
image and text behind a video file. The algorithm is used
such as 1LSB, 2LSB, 4LSB. In this research, 4LSB
method has found to be better for hiding more secret
information data. It deals with more idea of video
steganography, cryptography for computer forensic
techniques in both investigative and security manner.

I11. METHODOLOGY

In this section, methodology is discussed which is
followed in this research. Here, how the stegnography
and the secret key are embed into the video frames is
described. Because of the human perceptible system the
stegnography is applied only in the mid frequency band
of the image. Figure 2 represents the flow chart of
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embedding algorithm to embed the stegnography into
color video.

Load Color Video Load Stego Video

Secret Image Enter Secret Key

Y !

Apply Interpolation Extract Text Message

A 4

v ¥
Generate Secret Kay Extract Image
Apply DWT Apply IDWT
Stegnography PSNR, MSE between

original and stego
video frames

Fig 2: Flowchart of Methodology

Step 1: First of all we load the color video and then
convert video into frames and frames into images.

Step 2: In this step, secret image is added to the images
(from input video).

Step 3: Interpolation is applied on the images and
secret key is generated. This secret key is then used for
security purpose.

Step 4: Apply LSB (least significant bit ) to hide the
text message.

Step 5: In this step DWT is applied. Here each image is
decomposed into three color components (R.G.B) and
then 5-Level DWT is applied to each component of
video frame.

Step 6: Then apply stegnography into LH and HL
bands i.e. mid frequency bands of each level so convert
each pixel value into binary.

Step 7: We start to embed the stegnography from HL5
(5th level mid frequency band) and then sequence into
LH5, HL4, LH4, HL3, LH3, HL2, LH2, HL1 and LH1.
The process of extraction requires secret key (generated
during transmission phase) for selecting the frames, the
wavelet transform filter and the channel where the
stegnography is inserted. Fig. 2 represents the flow
chart of methodology that includes extraction algorithm
also for extracting the stegnography, hidden message
and secret key from the stegnography video. Steps
involve in extraction process are;

Stepl: Load the stegnographyed video or data stored in
array and then separate it into the frames.

Step 2: Convert each pixel of mid frequency band into
binary and extract the secret image, secret message.
Step 3: Combine three arrays for three images R.G.B,
so that the original video will retrieved.
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Step 4: Finally calculate the MSE and PSNR values
between the original and stegnographyed (Stego) image.
Step 5: Last stored the stegnography video frame data
into array for stegnography extraction before applying
inverse DWT.

IV. EXPERIMENTAL RESULTS

Parameters Used:
There are some parameters which were useful in our
implementation:

A) PSNR

PSNR is most commonly used to measure the quality of
for image. The signal in this case is the original data,
and the noise is the error introduced. When comparing,
PSNR is a human perception of reconstruction quality.
The PSNR is calculated based on color texture based
image segmentation. The PSNR range between [0, 1],
the higher is better. PSNR calculate by using formula:-

PSNR = 20log10 (255/\MSE)

B) MSE

Mean Square Error (MSE) is calculated pixel-by pixel
by adding up the squared difference of all the pixels and
dividing by the total pixel count. MSE of the segmented
image can be calculated by using the Equation given
below. The MSE range between [0, 1], the lower is
better. The MSE between the signals is given by the
following formula:

MSE = (UN) i (i) - e (i) P

Here x is the stego image and e input image. N is the
size of image.

C) Embedded Capacity

For embedding payload, also called embedding capacity,
we use ER, being short for embedding rate, to represent
the percentage of the embedded secret bits in the whole
pixels of the cover image. The ER is defined as in
equation written below,

ER =

bpp
HxW
Here, N is the total number of the embedded secret bits

and H x W is the size of the carrier. According to the
embedding capacity evaluation, a large value of ER
represents that the Steganographic scheme has better
performance in terms of the embedding capacity, that is,
a cover pixel in the cover image can carry more secret
bits. On the contrary, a small value of ER represents a
worse performance.
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D) BER
Bit error rate is the number of bit errors per unit time.
BER is a unit less performance measure, often
expressed as a percentage. The bit error ratio can be
considered as an approximate estimate of the bit error
probability. This estimate is accurate for a long time
interval and a high number of bit errors.
BER=1/PSNR
Results Obtained:
The main objective of the research was to provide
enhanced security by LSB (Least significant bit)
technique with secret key and DWT for color video
stegnography. Different parameters such as PSNR,
MSE, BER and embedded capacity are estimated for
validating the proposed technique in comparison with
the earlier techniques.
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Fig 2: Graph Comparison of MSE between Previous and
Proposed techniques

From figure 1 and 2 it is observed that the mean squared
error calculated for proposed work is lower in
comparison to that of previous. This shows that the
proposed method is more efficient that previous method.
A lower value for MSE means lesser error and as seen
from the inverse relation between the MSE and PSNR,
this translates to a higher value of PSNR. Logically a
higher value of PSNR is good because it means is that
the ratio of signal to noise is higher
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Fig 4: Graph Comparison of PSNR between Previous and
Proposed techniques

The figure 3 shown below shows the comparison graph
of PSNR (peak signal to noise ratio) between the
original and stego video frames. The green color bar
shows the values of PSNR obtained by previous
technique and the blue color line shows the values of
PSNR obtained by using proposed technique. PSNR is
the measure of quality of the image. Higher the value of
PSNR higher is the strength of the signal and lower is
the distortion.

The figure 4 shows the values of PSNR for both
previous and proposed work. Here peak signal to noise
ratio is calculated for each frame. It is estimated by
using previous technique. PSNR is calculated by using
PSNR = 10.log:o (MAX3/MSE)

PSNR is the measure of signal strength in comparison to
the noise present. After calculating MSE, PSNR is
estimated. It is the mean squared errors and lower the
value of MSE, more efficient is the system.

Bit Error Rate Of Proposed Work :0.07385

Fig 5: BER of Proposed techniques

The figure shown above shows the value of BER for
proposed work. It is the number of bit errors per unit
time and is calculated by using the relation

BER= 1/PSNR.
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The value obtained of BER is 0.079 with the proposed
approach.
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Fig 6: Graphical Comparison of Embedding Capacity (k=2)
between Previous and Proposed techniques
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Fig 7: Comparison of Embedding Capacity (k=2) between
Previous and Proposed techniques

The figures shown above (figure 6 and figure 7) shows
the comparison of embedding capacity between previous
and proposed algorithm when the value of k=2.
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Fig 8: Graphical Comparison of Embedding Capacity (k=3)
between Previous and Proposed techniques
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Fig 9: Comparison of Embedding Capacity (k=3) between
Previous and Proposed techniques

The figures shown above (figure 8 and figure 9) shows
the comparison of embedding capacity between previous
and proposed algorithm when the value of k=3. Higher
the value of the embedding capacity, higher is the
performance of the approach.

From all the experiments performed and these results
obtained are evident that the proposed LSB technique
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with secret key and DWT is more efficient and
competent for color video steganography.

V. CONCLUSION AND FUTURE
SCOPE

In this paper, the method proposed is to solve problem
in video steganography that is transfer is secure and
here least significant bit steganography technique is
applied where data is hiding in cover video frames. If
video is tampered than hidden message does not get lost
and thus purpose of research help in future for security.
The proposed method provides acceptable image quality
with very little distortion in the image. It can embed
corrective audio or image data in case corruption occurs
due to poor connection or transmission. The proposed
system is the high secured system using steganography
and stegnography is tested by taking message and hiding
them in some images of different sizes. The results that
are obtained from these experiments are recorded.
Future Work may be further enhancement of results by
applying some other algorithm than used in this thesis.
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