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Abstract: Presently these days there is accelerated advancement in multimedia and network technologies. For
that reason the privacy and security evolves into the preeminent issues because the multimedia is disseminated
openly over network. In our proposed work, asymmetric key encryption is used means where encryption key is
known to everyone where decryption key is known to receiver side that allow receiver to read the encrypted image.
The proposed scheme of encrypting image is operated with prediction error clustering method that is shown to
provide high level of security reasonably. After that image compression algorithm is implemented using Haar
Wavelet Transform which efficiently compresses the image encrypted. The compression approach applied to
encrypted image is proved more efficient in terms of Compression Ratio (CR), Mean Square Error (MSE), Peak
Signal to Noise Ratio (PSNR), Entropy and Bit error rate (BER). For the implementation of this proposed work
we use image processing toolbox under MATLAB software.

Keywords: ETC, Encryption, Compression, Haar wavelet, mean square error, CR, peak signal to noise ratio,
entropy, bit error rate.

and radiology, motion pictures etc. All such applications
are based on image compression. On the basis of all
benefits and requirements of image encryption and image
compression | am going to combine both the techniques so
that an image can be transmitted over a network with
complete security and also taking small storage space.

Nowadays, when more and more sensitive information is
stored on computer and transmitted over the internet, we

I. INTRODUCTION

The security of multimedia becomes more important, since
multimedia data are transmitted over open networks more
frequently. Typically, reliable security is necessary to
content protection of digital images and videos. Encryption
schemes for multimedia data need to be specifically
designed to protect multimedia content and full fill the
security requirements for a particular multimedia

application. For example, real-time encryption of an image
using classical ciphers requires heavy computation due to
the large amounts of data involved, but many multimedia
applications require security on a much lower level, this can
be achieved using selective encryption that leaves some
perceptual information after encryption.

A marked progress has been made in the field of image
compression and its application in various branches of
engineering. Image compression is associated with
removing redundant information of image data. It is a
solution which associated with storage and data
transmission problem of huge amounts of data for digital
image. Image transmission application includes broadcast
television, remote sensing via satellite and other long
distance communication systems. Image storage is required
for several purposes like document, medical images, MRI

need to ensure information security and safety. Image is
also an important part of our information. Therefore, it is
very important to protect our image from unauthorized
access [30]. Image Encryption means that convert an
image to unreadable format so that it can be transmitted
over the network safely. Image Decryption means to
convert the unreadable format of an image to original
image. Image compression addresses the problem of
reducing the amount of data required to represent a digital
image. It is a process intended to yield a compact
representation of an image, thereby reducing the image
storage/transmission  requirements [8]. Compression
technique is applied to encrypted images is only slightly
worse in terms of compression efficiency than the state of
the art lossless/lossy image coders which take original
unencrypted images as inputs. In contrast, most of the
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existing ETC solutions induce significant penalty on the
compression efficiency.

Lossless compression technique:

Image compression techniques can be classified in to two
categories - lossy or lossless. In proposed work we
considered  lossless image  compression.  Lossless
compression is preferred for archival purposes and often for
medical imaging, technical drawings, clip art, or comics.
When using lossless compression, the exact original image
can be recovered. The performance can be specified in term
of compression efficiency and complexity.

Haar Wavelet Transform:

Haar functions are used since 1910 and were introduced by
Hungarian mathematician Alfred Haar [5]. Over the past
few years, a variety of powerful and sophisticated wavelet—
based schemes for image compression were developed and
implemented. Generally, wavelets, with all generalizations
and modifications, were intended to adapt this concept to
some practical applications. The DWT uses the Haar
functions in image coding, edge extraction and binary logic
design and is one of the most promising techniques today.
The non-sinusoidal Haar transform is the complete unitary
transform. It is local, thus can be used for data compression
of non-stationary

“spiky” signals. The digital images may be treated as such
“spiky” signals. Unfortunately, the Haar Transform has poor
energy compaction for image, therefore in practice, basic
Haar transform is not used in image compression.

Fourier methods are not always good tools to recapture
the signal, particularly if it is highly non—smooth; too much
Fourier information is needed to reconstruct the signal
locally. In these cases the wavelet analysis is often very
effective because it provides a simple approach for dealing
with the local aspects of a signal, therefore particular
properties of the Haar or wavelet transforms allow analysing
the original image on spectral domain effectively.

Il. LITERATURE SURVEY

Jiantao Zhou, Xianming Liu, Oscar C. Au and Yaun
Yan Tang, “Designing an Efficient Image Encryption
Then Compression System via Prediction Error
Clustering and Prediction error clustering” [1] they
proposed image encryption scheme operated in the
prediction error domain able to provide a reasonably
high level of security. Arithmetic coding-based approach
can be exploited to efficiently compress the encrypted
images. Proposed compression approach applied to
encrypted images is only slightly worse, in terms of
compression  efficiency than the state-of-the-art
lossless/lossy image coders which take original,
unencrypted images as inputs most of the existing ETC
solutions induce significant penalty on the compression
efficiency.
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Lisa M. Marvel and George W. Hartwig, Jr. ,“A Survey
of Image Compression Techniques and Their
Performance in Noisy Environments”[2] this paper
explore the effects of noise on a variety of image
compression techniques - namely, fractal, wavelet,
DPCM and the most recent compression standard for
still imagery methods for minimizing the effects of the
noisy channel on algorithm performance are also
considered.

Kamrul Hasan Talukder and Koichi Harada, “Haar
Wavelet Based Approach for Image Compression and
Quality Assessment of Compressed Image” [3] this
presented a comprehensive survey on existing etc
techniques by categorizing them according to the
features used in each stage and compare them in terms
of pros, cons, recognition accuracy and processing
speed.

Jashanbir Singh Kalka, Reecha Sharma, “Comparative
Performance Analysis of Haar, Symlets and Bior
wavelets on Image compression using Discrete Wavelet
Transform” [4] paper aims at performing wavelet
analysis on jpeg images using discrete wavelet
transform for implementation in a still image
compression system and to highlight the benefit of this
transform relating to other techniques (DCT).

Piotr Porwik, Agnieszka Lisowska, “The Haar—Wavelet
Transform in Digital Image Processing” [5] paper for
the first time presents graphic dependences between
parts of Haar and wavelets spectra. Presents a method
of image analysis by means of the wavelets—Haar
spectrum some properties of the Haar and wavelets
spectrum were investigated. The extraction of image
features immediately from spectral coefficients
distribution was shown. Two dimensional both the Haar
and wavelets functions products man be treated as
extractors of particular image features.

M. Sifuzzaman, M.R. Islam and M.Z. Ali, “Application
of Wavelet Transform and its Advantages Compared to
Fourier Transform.” [6] representation of a function is
important in all types of signal transmission. The
wavelet representation of a function is a new technique
where wavelet transform of a function is the improved
version of Fourier transform. Fourier transform is a
powerful tool for analyzing the components of a
stationary signal. Main goal is to find out the
advantages of wavelet transform compared to Fourier
transform.

Sonja Grgic, Mislav Grgic, Member, IEEE, and Branka
Zovko-Cihlar, Member, IEEE, “Performance Analysis
of Image Compression Using Wavelets” [7] this paper is
to examine a set of wavelet functions (wavelets) for
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implementation in a still image compression system and
to highlight the benefit of this transform relating to today™s
methods features of wavelet transform in compression of
still images, including the extent to which the quality of
image is degraded by the process of wavelet compression
and decompression.

Anna Saro Vijendran, Vidhya.B, “A Hybrid Image
Compression Technique Using Wavelet
Transformation”, Global Journal of Computer Science and
Technology in this paper an interpolation method is
proposed for compression technique. The method used is
the localizing of spatial and frequency correlation from
wavelets. Modified Forward Only Counter Propagation
Neural Network (MFOCPN) is used for the classification
and functional task. The wavelet based technique
decomposes the lower sub band consisting of non
significant coefficients and are eliminated.

IHI.METHODOLOGY

In this work, a novel approach for image encryption and
compression is used in which prediction error clustering
method is combined with new Haar Wavelet Transform
for calculating more accurate results. The proposed
approach is named as ECNHWT (Encryption-
Compression using new Haar wavelet transform).

The input image has been considered as ,,I, encryption
over ,,I has been implemented using prediction error
clustering method. The obtained result after encryption
has been considered as ,,I., and then a new Haar
Wavelet technique has been used for compression. The
output after compression has been stored as image ,,B".
Then the image ,B* has been decrypted after
decompression. Fig shows the proposed model for
Encryption-Compression System.

Predictionerror TSEINY- - ' _New_Hagr Wavelet

Fig 1: Proposed model for Encryption-Compression System
The resultant image I is evaluated using various
parameters like CR, MSE and PSNR to check the
efficiency and to compare it with the result of existing
system. We can also represent the proposed schema
with the help of flowchart. Figure shown below shows
the flowchart that represents the procedure flow of
various steps. Half of the flowchart represents the
encryption steps and rest represents the compression
steps. Then inverse process to retrieve the real image
and then calculation steps to check the efficiency.

Volume 3, Number 2, February - 2016, pp. 45-51
ISSN: 2395-3519

Iput Image

‘ Add Asymetrig Rey ‘

'

Image Prediction via Prediction Error Clustering

) ;

Mapping & Clustering Eneryption Step
Reshape clusters into blocks

Rezd the encrypted image

Y
Use HAAR Wavelet Techniqus

. >

Quantization
Encoding Comprassion Staps

Inwvarse Process

Fig 2: Flowchart for Image Encryption-Compression
Scheme

The algorithmic procedure of performing the image
encryption-compression by new Haar wavelet transform
(ECNHWT) is given as follows [1] [2]:

Step 1: Implementation of encryption algorithm to the
input image 1.

I: Compute all the mapped prediction errors &;; of the
whole image | using GAP image predictor.

I1: Divide all the prediction errors into L clusters Cy, for
0 <k <L — 1, and each Cy is formed by concatenating
the mapped prediction errors in a raster-scan order.

I1l: Reshape the prediction errors in each Cy into a 2-D

block having four columns and [1Cxl/41 rows, where
|Cy| denotes the number of prediction errors in Cy.

IV: Perform cyclical shift operations to each resulting
prediction error block, and read out the gata in raster-

scan order to obtain the permuted cluster Ck.
V: The assembler concatenates all the permuted clusters

C,, for 0 <k <L- 1, and generates the final encrypted
image 1.=C,C,...C.; in which each prediction error is
represented by 8 bits. As the number of prediction errors
equals that of the pixels, the file size before and after the
encryption preserves.

VI: Pass I, together with the length of each cluster |fk |,
for O0<k<L- 2.
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Step 2: Implementation of compression algorithm to the
outcome of above algorithm

i.e. o
I. Treat the array as n/2 pairs called (a, b)
Il. Calculate (a + b) / sqrt(2) for each pair, these values
will be the first half of the output array.
I11. Calculate (a - b) / sgrt(2) for each pair, these values
will be the second half.
IV. Repeat the process on the first half of the array (the
array length should be a power of two).
V. The proposed sparse orthogonal transform matrix
can be obtained by appropriately inserting some 0*s and
5*s into the HWT.

VI. It is look at the first four entries of as two pairs that
it will take their averages. The third and the fourth
entries are obtained by subtracting these averages from
the first element of each pair.

VII. Average the first two entries and before subtract
the answer from the first entry. It can be obtained for
multiplying on the right by the matrix.

Step 3: Applying the inverse process for decompression
& decryption.

I: Calculate the inverse of all the intermediate matrices
and multiply them.

I1: Real image will retrieved by the resultant matrix.
Step 4: Calculate the CR, MSE, BER, Entropy &
PSNR of the reconstructed image.

In this new image compression algorithm of Haar
wavelet transform, the main difference from the old
algorithm is that in the previous one each row and
column was gone through sum and differencing but in
the new one each row and column go through average
and differencing.

IV. EXPERIMENTAL RESULTS

Parameters Used:

There are some parameters which were useful in our
implementation:

A) Compression ratio

It is defined as the ratio of original size of the image to
compressed size of image. It is given as

Compression ratio (CR) = original size/compressed size

The compression ratio is the size of compressed image
compared to that of the uncompressed image. Still
images are often lossless compressed at 10:1, but the
quality loss is more noticeable, especially on closer
inspection.

Cr=nl/n2

Where, nl is the size of original image and n2 is the size
of compressed image.
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B) MSE

Mean Square Error (MSE) is calculated pixel-by pixel
by adding up the squared difference of all the pixels and
dividing by the total pixel count. MSE of the segmented
image can be calculated by using the Equation. The
MSE range between [0, 1], the lower is better. The
MSE between the signals is given by the following
formula:

MSE = (I/N) Zilx (i) - (i) [

Here x is the compressed image and e input image. N is
the size of image. Mean square error is substantially a
signal fidelity measure. The purpose of a signal fidelity
measure is to compare two signals. Consistently, it is
pretended that one of the signals is an immaculate
original, while other signal is distorted or corrupted by

errors. The MSE is given by formula:
M-iN-1

MSE = ‘f_i'vz Z[f(x.y} — F(x,y)]

x=0 y=0
Where, MxN is the size of image, f(x,y) is the original
image and F(x,y) is the reconstructed image.

C) PSNR

PSNR is most commonly used to measure the quality of
for image compression. The signal in this case is the
original data, and the noise is the error introduced by
compression. When comparing compression, PSNR is a
human perception of reconstruction quality. The PSNR
is calculated based on color texture based image
segmentation. The PSNR range between [0, 1], the
higher is better. PSNR calculate by using formula:-

PSNR = 20l0g10 (PIXEL_VALUE/NMSE)

PSNR is most commonly used to measure the quality of
reconstruction. The signal in this case is the original
data, and the noise is the error introduced by
compression. Although a higher PSNR generally
indicates that the reconstruction is of higher quality, in
some cases it may not. The PSNR values can be
obtained using following formula-

PSNR = 10 log;(255/(YMSE))?

The most commonly used parameters for measuring the
quality of reconstruction of lossless compression codecs
are MSE and PSNR. The signal in this case is the
original data, and the noise is the error introduced by
compression.

D) BER

The bit error rate (BER) is the number of bit errors per
unit time. The bit error ratio (also BER) is the number
of bit errors divided by the total number of transferred
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bits during a studied time interval. BER is a unit less
performance measure, often expressed as a percentage.
The bit error probability p. is the expectation value of
the bit error ratio. The bit error ratio can be considered
as an approximate estimate of the bit error probability.
This estimate is accurate for a long time interval and a
high number of bit errors.

BER=1/PSNR

E) Entropy

The entropy is an important factor to estimate whether
the digital image is basically the same with the original
image. Usually, the higher the resolution is, the more
similar the digital image is to the original one.

Let us suppose we have a distribution where image
i occur  with probability p;. Suppose we have sampled
it N times and outcome i was, accordingly,
seen n; = N p; times. The total amount of information we
have received is

Znil(pi) = Npidog(Yp)

The average amount of information that we receive with
every image is therefore

D piog,
pitog—
- Pi

Results Obtained: The main objective of the research
was to compress an encrypted image in efficient way.
Encryption technique focus on making changes to the
original image in a manner that makes it invisible.
Compression is used to reduce the size of image. The
objective was to provide privacy as well as least
possible storage space. The same has been achieved
with transformation based compression using encryption
but with a new algorithm of Haar wavelet transform.
Encrypting the image with prediction error clustering
method, results in distortion of image, which is visible to
human eye. The research has resulted in a good CR
(Compression Ratio), MSE (Mean Square Error) and
PSNR (Peak Signal to Noise Ratio).

CR, MSE & PSNR, ENTROPY, BER Calculation
for Performance Analysis
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Previous Work| Proposed Work

BER 4.0900 3.4434
ENTROPY 7.3568 7.7020
MSE 1.9890 1.2776
PSNR 435900 507247

Fig 1 : Comparison between previous and proposed
approach

The fig 1 shown above shows the different values of
BER, entropy, MSE and PSNR obtained by both
previous and proposed approaches. The value of mean
square error obtained by proposed approach is 1.2 with
is low as compared with the previous technique.
Similarly, value of PSNR is high i.e. 50.7 when
compared with earlier work.

W Fgure2 o6
File Edt View lment Tools Desktop Window Help N
Al R NRNIRL- QB 0E nD

PSNR MSE
1| E—— —
151 -
g 40
w
E 30 g 1
2
05}
1SN ... [
0 0
Previous Work Proposed work Previous Work Proposed work
Algorithms Algorithms
Entropy BER
6i- i
3
& 2
2 8
Pravious Work Proposed work Provious Work Proposed work
Algorithms Algorithms

Fig 2: Graph comparison of all the parameters

Figure 2 shown above represents the graphical
comparison of all the parameters such as PSNR, MSE,
Entropy and BER among the previous and the proposed
algorithm of ETC system. All these obtained results are
evident of that the proposed ETC technique is more
efficient and competent.
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Comparison of Compression between Previous and our algorithm

Previous Work| Proposed Work
Compression 14061 16415

Fig 3: comparison of compression ratio between previous
and proposed work.
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Fig 4: Graph Comparison of Compression ratio between
previous and proposed approach

In the above figure 3 shown, the comparison is obtained
among previous and proposed approaches on the basis
of compression ratio. The compression ratio obtained is
4 which is better than the previous approach. From all
the above gathered results it is evident that the proposed
approach is more efficient than the previously applied
encryption then compression techniques.

V. CONCLUSION AND FUTURE
SCOPE

An efficient image Encryption-Then-Compression
system is designed by prediction error clustering with
HAAR wavelet transform. Highly efficient compression
of encrypted image has been realized by a new image
compression algorithm of Haar wavelet transform.
Experimental results have shown that reasonably high
level of security has been retained. More notably, the
coding efficiency of our proposed compression method
on encrypted images is very close to that of state-of-art
lossy image codecs, which receive original, unencrypted
images as input. The PSNR values for resultant images
are better than the previous one. Better PSNR indicates
that the reconstruction of image is of higher quality.

In future the same technique can be extended by
applying different transforms to cover image and thus
robustness of algorithm can be verified.
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